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CEH + Kali Linux (Pen Sec)
CEH - EC-Council + Kali Linux (Pen Sec) - Offensive Security
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Course Outline :

Ethical Hacking ( CEH+Kali )

1. Introduction to Ethical Hacking
2. Footprinting and Reconnaissance
3. Scanning Networks

4. System Hacking

5. Trojans and Backdoors

6. Viruses and Worms

7. Sniffers

8. Social Engineering

9. Session Hijacking

10. Hacking Web servers

11. Hacking Web Applications

12. SQL Injection

13. Privilege Escalation

14. Client Side Attacks

15. The Metasploit Framework

16. Bypassing Antivirus Software
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